
Cloud-based Communications Surveillance
In 2021, the value of cloud-based services to financial firms is widely acknowledged and, as the benefits become 
clearer for an increasing number of use cases, institutions on both the buyside and sellside are embracing cloud 
technology as a fundamental part of their strategic infrastructure. As comfort levels for storing even the most 
sensitive data in the cloud rise, so too does the use of cloud-based solutions for communications surveillance. There 
are few use cases in the capital markets where the benefits of deploying cloud-based services can be seen so clearly 
as that of communications surveillance.
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Across the capital markets, the maturity of communications surveillance undertaken by financial services institutions varies from firm to firm. 
However, most of the surveyed firms report that compliance, and surveillance in particular, remain key areas for investment in 2021, and many 
have already implemented cloud-based surveillance solutions or are planning to do so imminently. Among those who are further on in their 
surveillance journeys, there is a great deal of interest in how the data gathered might be used in future, not just to comply with regulation and 
minimise risk, but to add value to the business through deeper analysis.

Cost 
Cloud infrastructure can 
be considerably more 
cost effective than on-
premise alternatives.

Security & 
Privacy

Both cloud providers and 
SaaS providers employ 
extensive resources 
to ensure security is 
extremely robust.

Resilience
External cloud technology 
providers bear outage and 
other operational risks.

Data Volumes
Multi-media communications data sets 
can be extremely large. Cloud storage is 
efficient for high volumes of data.

Data Variety
Cloud solutions can process structured 
and unstructured communications data 
from multiple sources in a way that 
traditional database infrastructure cannot.

Agility
Adding new data sources, data types and 
users, is significantly simpler for cloud-
based solutions – which is particularly 
relevant for communications surveillance.

75%
 

of surveyed financial 
firms use a cloud-based 
surveillance platform.

Advanced 
Technologies

To employ machine learning and 
other advanced techniques on 
communications surveillance data 
requires both significant storage 
and processing power, making 
the cloud its natural home.

Geographical 
Compliance

Cloud storage can easily 
facilitate compliance with 
regulations restricting location 
of personal data.

Added Value
Processing multiple data sets 
in one place allows  analysis 
of data that is over and above 
what is required for compliance 
and risk reduction.

Surveillance Data 
Golden Source 

The cloud simplifies storage and 
management of multiple data sources 
in one place including audio, text and 
video recordings from many platforms.

Scalability 
Communications surveillance 
data volumes can be 
unpredictable and scaling up or 
down at short notice is far easier 
and often cheaper to do in the 
cloud than it is on-premise.

Ease of 
Implementation

SaaS applications generally take 
a fraction of the implementation 
time of on-premises deployments.

Shared 
Resources

The cloud provides opportunities 
to share data and resources, 
which can be highly synergistic 
and efficient.

94%
 

of surveyed compliance 
professionals have a 
positive view of cloud-based 
surveillance services.


